NEAATOrAM O6 MH®OPMALIMOHHOMN BE3OMACHOCTM

Koraa peub 3axoant 06 nHdbopMaumMoHHon 6e30nacHOCTM, 06bIYHO Mbl HAYMHAEM AyMaTb O
KOMMbloTepax, ceTsiX, UHTEPHETE N xakepax. Ho ana obpasoBaTenbHOW cpeabl NpobnemMa CTouT
Wwmnpe: B OrpaxaeHun yyawerocst oT MHGOopMaLunm, Kotopasi MOXeT HEraTUBHO MOB/IMSATL Ha ero
¢dopMmMpoBaHMe U pasBUTUE, TO €CTb O NMponaraHie pas/IMyHOM HanpaBiEeHHOCTH.

MoHsTMe nHcopMaLMoHHO 6e30nacHOCTH

Moa nHdopMaLMOHHOM 6€30MacHOCTbIO MOHMMAETCA 3alUNLLEHHOCTb MHPOPMALMOHHON CUCTEMBI
OT C/ly4ailHOro v NpegHaMepeHHoOro BMeLwaTebCTBa, HaHocsWwero ywep6 BragenbuaM nm
noJsib3oBaTenaM UHdopMaLmm.

Ha npakTuke BaxHENLWNMU SBASIOTCSA TpWU acrnekTa MHPOpMaLMOHHOM 6e30nacHOCTH:
e  [OCTYMHOCTb (BO3MOXHOCTb 3a pa3yMHOe BpeMs Nony4dnTb Tpebyemyto
MHPOPMALMOHHYO YCAYry);
e  LENOCTHOCTb (@KTyanbHOCTb M HEMNPOTUBOPEYMBOCTb MHPOPMaUUK, ee 3alULLEHHOCTb
OT pa3pyLlUeHUs U HECAHKLMOHMPOBAHHOIO U3MEHEHUS);
e KOHMUAEHUMANbHOCTb (3alinTa OT HECAHKLMOHUPOBAHHOIO NpoYTeHus).

HapyLluieHunsa 4OCTYMHOCTU, LENOCTHOCTU U KOHMUAEHUMANbHOCTU MHDOPMaUnmn MoryT 6bITb
BbI3BaHbl Pa3/IMYHbIMW OMACHLIMK BO3AENCTBMSAMUN Ha MHMOPMALIMOHHbIE KOMMbOTEPHbIE
CUCTEMBI.

OCHOBHbIe yrpo3bl MH(pOpMaLMOHHOK 6e30MacHOCTU

CoBpeMeHHas MHGpOPMaLMOHHAsa cMcTeMa npeacraBnseT coboi CNOXHY CUCTEMY, COCTOALLYHO U3
60/1bLIOro Yncsia KOMMNOHEHTOB Pa3fIMYHON CTENEHM aBTOHOMHOCTM, KOTOPble CBA3aHbl MeXay
cobon n obMeHmBaloTCA AaHHbIMU. [TpakTUYeCKn Kaxabli KOMMOHEHT MOXeT NoABEeprHyTbCs
BHELHEeMY BO3AENCTBUIO UU BbINTU U3 CTPos. KOMMNOHEHTbI aBTOMaTM3npoOBaHHOM
MHMOOPMALMOHHOM CMCTEMbI MOXHO pasbuTb Ha creaytowme rpynnbi:

AnnapatHble cpeAgcTBa. 3TO KOMMbIOTEPbl N UX COCTaBHbIE YacTu (MpoLeccopbl, MOHUTOPLI,
TepMuHanbl, nepudepuiiHblie YyCTPOUCTBa — NMPUHTEPbI, KOHTPOMNepbl, kabenu, NMHUK CBA3MU U
T.A.);

MNMporpammHoe obecnedyeHne. D10 NpUOBPETEHHbIE MPOrpaMMbl, NCXOAHbIE, 0OBEKTHbIE,
3arpy3o4Hble MOAY/IM; onepaunoHHble CUCTEMbI U CUCTEMHbIE MPOrpaMMbl (KOMMUAATOPSI,
KOMMOHOBLUWKW W Ap.), YTUINTbI, ANArHOCTMYECKME NMporpaMmmbl U T.4.;

AaHHble, XxpaHMble BPEMEHHO U NMOCTOSHHO, Ha AUCKax, G3WwKax, nevyaTHble, apXmBshbl,
CUCTEMHbIE XypHarbl U T.4.;

MepcoHan. Nonb3oBaTenn, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpaMMUCTbI U Ap.

OnacHble BO34AENCTBUS HA KOMMbIOTEPHY MHPOPMALNOHHY CUCTEMY MOXHO NoApa3AenTb Ha
CcNlyyanHble U npeaHaMepeHHble. AHanM3 onbiTa NPOEKTUPOBAHUSA, U3FOTOBNEHUSA U 3KCMyaTaumm
MHMOPMaALMOHHbBIX CUCTEM MOKa3bIBAET, YTO MH(OPMaLNA NoABEPraeTcs pas/IMYHbIM ClyYanHbIM
BO34ENCTBMSAIM Ha BCEX 3Tanax UMK/A XMU3HU CUCTEMbI. [TpuYnMHaMm cny4daiHbiX BO3AENCTBUI Npun
3Kcnjlyataumm MoryT 6biTb:

e aBapuiHble CUTyaunn n3-3a CTUXUNHbIX 6e4CTBMI U OTKNOUYEHUN INEeKTPONUTaHuS;
oTKa3bl 1 cboun annapaTypbl;
OWNBKN B NporpaMMHOM obecneyeHunu;
owmnbkn B paboTte nepcoHana;
NMOMEXN B JINHUSX CBSA3M MU3-3a BO3AENCTBUN BHELUHEN Cpeabl.

MpeaHaMepeHHble BO3AENCTBUS — 3TO LiefieHanpaBJ/ieHHble AeNCTBUS HapywuTens. B kadyectse
HapyLwuTens MOryT BbICTynaTb CAyXallnii, NOCETUTENb, KOHKYPEHT, HAEMHUK. [encTeums
HapywuTens MoryT 6biTb 06yCnoBNEHbI pa3HbIMU MOTUBAMU:
e HeAOBOJIbCTBOM C/yXallero CBoelh Kapbepow;
B3STKOMN;
nto60onbITCTBOM;
KOHKYpPEHTHOI 60pbboii;
CTPEMJIEHNEM CaMOYTBEPAUTLCS Nt060MN LEeHON.

MO>KHO COCTaBUTb MMMOTETUUYECKYHO MOAENb NOTEHLMANbHOrO HapYyLWINTENs:
e KBanUdUKaUMA HapyLUTeNs Ha ypoBHe pa3paboTymka AaHHOW CUCTEMbI;
e HapywwuTeseM MOXET 6bITb Kak NMOCTOPOHHEE NINLO, TaK U 3aKOHHbIN MOJIb30BaTEb
CUCTEMBI;
e HapyWwWTeno U3BeCcTHa MHMOPMaLMs O MpUHLUMMIAax paboTbl CUCTEMBI;
e HapywwuTenb BbibupaeT Hanbonee cnaboe 3BeHO B 3alUuTe.



Haunbonee pacnpocTtpaHeHHbIM U MHOroo6pa3HbIM BUAOM KOMMbIOTEPHbIX HapyLUEHWIA SIBASIETCS
HECaHKLUMOHUPOBAHHbIN AOCTYN. HeCaHKLUMOHMPOBAHHbIN AOCTYN MCNOMb3yeT ftobyto ownbKy B
CMCTEME 3alUMThl M BO3MOXEH NPU HepauMOHanbHOM Bblibope CpeacTB 3alinTbl, MX HEKOPPEKTHOW
YCTaHOBKE W HacTpolike.

MpoBeaem knaccmdunKkaumio KaHaroB HECaHKLWMOHMPOBAHHOIO A0CTyNa, N0 KOTOPbIM MOXHO
OCYLLEeCTBUTb XULLEHNE, NBMEHEHME USIN YHUUTOXEHNE nHdopMauumn:
Yepe3 yenoBeka:
e XWULEHWe HocuTesnen MHdopmaumu;
e YyTeHue nHpOopMauum C 3KpaHa Wan KraBuaTypbl;
e YyTeHue nHdpopMauum M3 pacnedaTku.
Yepes nporpaMmmy:
e nepexsaT Naponen;
e JewmndpoBka 3awmndpoBaHHOM MHOpMaLmK;
e KOMMpOBaHWe MHMOPMaLUNM C HOCUTENS.
Yepe3 annapartypy:
e rnoakn4veHme cneunanbHo paspaboTaHHbIX annapaTHbIX CpeacTB, obecneymBaroLLmX
[OCTyn K uHdopMaumu;
e nepexBaT NOH6OYHbIX INEKTPOMArHUTHbBIX U3/TyYeHU OT annapaTtypbl, IMHWIA CBA3N,
CeTel 3NeKTPOnUTaHusa un T.4.

Ocob0 cneagyeTt 0CTaHOBUTBLCS Ha yrpo3ax, KOTOpPbIM MOMYT NOABEPraTbCs KOMMbIOTEPHbIE CETU.
OcHoBHasa 0co6eHHOCTb 60 KOMMbIOTEPHOM CETU COCTOUT B TOM, YTO €€ KOMMOHEHTbI
pacrnpegesieHbl B npocTpaHcTee. CBSA3b MeXAy Y3/1aMu CETU ocyllecTBasieTcss husmyeckn
MOMOLLbO CETEBbLIX JIMHUI M NPOrPaMMHO C MOMOLLbIO MeXaHM3Ma coobuieHuni. MNMpu 3ToM
ynpasnsiowme coobLLeHNa N faHHble, NepeckilaeMble MexXay y3/1aMu CeTU, NepenarnTcs B Buae
naketoB o6MeHa. KOMNblOTEPHbIE CETU XapaKTEPHbI TEM, YTO NPOTUB HUX NMpeaAnpUHUMAOT Tak
Ha3blBaeMble yAasieHHble aTaku. HapywuTenb MOXET HaxoAUTbCS 3@ TbICAYN KUTOMETPOB OT
aTakyeMoro obbekTa, Npu 3TOM HanaAeHUIO MOXET MoABepPraTbCs HE TONIbKO KOHKPETHbIN
KOMMbIOTEP, HO M MHpOPMaUns, NepeaaroLlascs rno CeTeBbIM KaHanaM CBS3MU.

O6ecnevyeHne nHpopMaLMOHHOK 6e30nacHOCTH

dopMmnpoBaHme pexunma nHpopmaumoHHoM 6e3onacHocTn — npobnema KoMnaekcHas. Mepsbl no
€€ peLLUEeHMNI0 MOXHO NoApa3AesnTb Ha NSATb YPOBHEN:
1. 3akoHogaresibHbINM . OTO 3aKOHbl, HOPMAaTMBHbIE aKTbl, CTaHAAPTbl U T.M.

HopmaTumBHO-npaBoBas 6a3a onpegensiowas NopsaoK 3aWnTbl MHPOPMaLNUK:

2. MopanbHoO-3TH4YeCcKni. BceBO3MOXXHble HOPMbI NOBeAEHUS, HeCcobNt0AeHNEe KOTOpbIX BeAeT K
naZeHunto NpecTnxa KOHKPETHOro YenoBeka Uan Lesion opraHmsaumu.

3. AAMUHHNCTpaTHUBHBbIN. [lencTBusa obLiero xapaktepa, npeanpuHMMaeMble pyKOBOACTBOM
opraHusauum. Takmmum fOKyMeHTaMu MoryT 6bIThb:

e MpuWKas pykoBOoAUTENS O Ha3Ha4YeHWW OTBETCTBEHHOro 3a obecrnedeHue
MHdOpMaLMOHHON 6e30MacHOCTH;

e  [OJIXXKHOCTHble 0693aHHOCTM OTBETCTBEHHOrO 3a obecneyeHne MHHOOPMaLMOHHOM
6e3omnacHocTun;

e repeyeHb 3awmilaeMblX MHHOPMALNOHHBLIX pecypcoB 1 6a3 faHHbIX;

e  VHCTPYKLMIO, onpeaensiowyo nopsaok npesocrasneHns nHbopMaumm CTOPOHHUM
opraHusauusmMm no Mx 3arnpocam, a Takxe Mo rnpasaM AOCTyna K Hel COTPYAHUKOB
opraHusauuu.

4. dn3nyeckmi. MexaHnyeckne, aNeKTpo- N 3NeKTPOHHO-MeXaHNYecKme NpensTCTBMS Ha
BO3MOXHbIX MYTAX NPOHUKHOBEHUS NOTEeHUWanbHbIX HapyLIUTenen.

5. AnnapaTtHo-nporpaMMHbIi (3/1EKTPOHHbIE YCTPOMCTBA U CreunasbHble NporpaMMbl 3almThl
MHdopMaumn).

MpuHSaTbIE Mepbl MO co3aaHuto 6e3onacHon MHMOPMALMOHHOW CUCTEMbI B LUKOJIE:
e ObecneyeHa 3alinTa KOMMbIOTEPOB OT BHELWHUX HECAHKLWOHUPOBAHHbIX BO3AENCTBUN
(KOoMNbIOTEPHbIE BUPYChI, Nornyeckme 60Mbbl, aTaku Xakepos U T. A.)
e YCTaHOBJEH CTPOruvin KOHTPOJb 3@ 3N1EKTPOHHOW NOYTON, obecneyeH NOCTOSAHHbIN
KOHTPOJIb 3@ BXOASILLEN U UCXOAALLEN KOppeCnoHAeHUMEN.
e YCTaHOBNEHbl COOTBETCTBYIOLLME NApPOSIN Ha nepcoHasnbHble MK,
e lcnonb3oBaHbl KOHTEHT-PUNbLTPLI, ANS GUabTpauMmn CakuToB NO NUX COAEPKUMOMY.



EnvHas COBOKYMHOCTb BCEX 3TUX Mep, HamnpaB/ieHHbIX Ha NPOTUBOAENCTBMNE Yrpo3am
6e30MacHOCTM C UeSiblo CBEAEHUS K MUHUMYMY BO3MOXHOCTU yllepba, o6pa3syoT cuctemy
3alUnThl.

CneumanucTbl, UMeLLME OTHOWEHMNE K CUCTEME 3aLLMTbl AO/KHbI MOSHOCTBIO NMpeacTaBnAThb cebe
NpUHUUNbI ee GYHKLUMOHNPOBaHUS U B Cly4Yae BO3HUKHOBEHUS 3aTPYAHUTENbHbIX CUTYauUni
a[leKBaTHO Ha HUX pearvposaTb. oA 3aWMTON AO/KHA HAXOAUTLCS BCS cmMcTeMa ob6paboTku
MHdOopMaLmun.

Jlnua, 3aHuMatowmecs obecnevyeHmeM MHMDOPMALIMOHHOW 6€30MacHOCTU, AOSXKHbI HECTU JINYHYHO
OTBETCTBEHHOCTb.

HapexHas cuctema 3awmTbl 40/KHA 6bITb MOIHOCTLIO MPOTECTUPOBaHa U corfacoBaHa. 3awuTa
CTaHoBMUTCS 6onee ahPeKTUBHOM N TMOKOI, eCc/in OHa AOMYyCKaeT N3MEHeHMe CBOUX NMapaMeTpoB
CO CTOPOHbI aAMUHMUCTpaTopa.

B 3akntoueHne cBoero aoknaaa xotenocb 6bl AaTb HEKOTOPbLIE PEKOMEHAAUMM MO OpraHM3aumm
paboTbl B MHPOPMALMOHHOM NPOCTpaHCTBE, UTObbI Yoepeub cebs n cBonx 6AM3KUX OT MHTEPHET-
MpecTynHUKOB.

PekoMeHaauum no opraHnsaumm pa6ortbl B MTHPOPMALMOHHOM NPOCTPAHCTBE

1. Nepepn HavyanoMm paboTbl HEO6XOAMMO YETKO CPOPMYIMPOBaTh Le/b M BOMPOC NOMCKA
MHdopMaLumu.

2. XenaTtenbHo BblpaboTaTb ONTMMasbHbIA anropuTM Noucka nHbopmaumm B cetn NHTEPHET, 4TO
3HAUYMTENbHO COKPATUT BPEMS U CUJIbl, 3aTPaYe€HHbIE Ha NMOWUCK.

3. 3apaHee yCTaHOBUTb BPpEMEHHbIN ANMUT (2-3 Yaca) paboTbl B MHPOPMaALMOHHOM NPOCTPaHCTBE
(npocMoTp Tenenepenayun, uteHune, IHTepHeT).

4. Bo BpeMsi paboTbl He06x0AMMO fenaTb nepepbiB HA 5-10 MUHYT ANS CHATUS PU3NYECKOro
HanpsiXXeHns 1 3pUTeNbHOW HarpysKu.

5. Heo6xoaMMo 3HaTb 3-4 yrnpa)KHEHWUS ANS CHATUS 3PUTENIbHOMO HaMPsKEHUS U hU3NYECKOW
yCTanocTu.

6. PaboTaTb B XOpOLLO NPOBETPEHHOM MOMELLEHMN, NPU ONTUMASIbHOM OCBELLEHUN U B YAO6HOM
nose.

7. He cTouT nerkombicieHHO obpallaTtbcs Co cnaM-nucbMaMun n 3axoanTb Ha HebesonacHble Beb-
canTbl. [Ina MHTEPHET-NMPECTYNMHUKOB Bbl CTAHOBUTECh NErkon aobbiven.

8. Mpwu pernctpaummn B coumanbHbIX CETSAX, HE YKa3blBaliTe CBOW NMeEpCOHasibHblE AaHHbIE,
HanpuMmep: aapec UNu AeHb POXAEHUS.

9. He MCﬂOﬂb3yVlTe B NIOFMHE UM Naposie nepcoHaJibHblE AAaHHbIE.

10. Bce 3T0 No3BOASET MHTEPHET-NPECTYNHUKAM MOoJyUYnTb AaHHble AOCTYyMNa K akkayHTaMm
3ﬂeKTpOHHOVI MOo4YThbl, @ TaKXe VIHCbMLJ,MpOBaTb AomMauwHme MK ana BkaoyYeHms nx B 60T-ceTb Uaun
ONS noxumweHns 6aHKOBCKNX AaHHbIX pO,CI,VITerIeVI.

11. Co3pgainiTe cobCTBEHHbIN Npodub Ha KoMMnbloTepe, YTob6bl 06e3onacuTb MHDOPMaUUto,
XPaHSLWYHCS Ha HEM.

12. He 3abbiBanTe, YTO akTbl, O KOTOPbIX Bbl Y3HaeTe B IHTepHeTe, HY>XHO O4YeHb XOPOLUO
npoBepuTb, ecnu BblibyaeTe MCMONb30BaTbh UX B CBOeN AoMalwHen paboTte. LlenecoobpasHo
CPaBHUTb TPU UCTOYHMKA MHGOPMaLMKM, NpexXae YeM peLlmnTb, KaKUM UCTOYHMKAM MOXHO
[OBepSTh.

13. O pocToBepHOCTM MHGpOPMALNM, MOMELLEHHON Ha CaliTe MOXHO CyAUTb MO CaMOMy CanTy,
y3HaB 06 aBTopax canTa.

14. Paszmewas nHdopmaunto o cebe, cBoMx 6NM3KMX N 3HAKOMbIX Ha CTPaHULAX COUMANbHbIX
ceTen, cnpocuTe npeaBapuUTeNibHO pa3peLlleHmne y TexX, 0 KOM byaeT aTa nHdopmaums.

15. He cnepnyet pasmewaTtb Ha cTpaHuuax Beb-cantoB cBou otorpadum u potorpadmmn cesomx
61M3KMX N 3HAKOMbIX, 3@ KOTOpPble BaM NOTOM MOXeT 6bITb CTbIAHO.

16. CobntopaitTe npaBuna aTUKM Npu obleHnn B IHTepHeTe: rpy6oCcTb NpoBOLMPYET APYIrMX Ha
TaKoe e NnoBefeHue.



17. Ncnonb3ysa B ceoer paboTte matepuan, B3aTbl U3 MHOOPMALMOHHOINO UCTOYHMKA (KHUTa,
nepuoanyeckas nedatb, MIHTEpHeT), cneayeT ykas3aTb 3TOT UCTOYHUK MHMOPMaLMKN UK caenaTb
Ha Hero cCblfKy, ecnn MaTtepuan 6bln BamMn nepepaboTaH.



